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Who are you?
Validate a system is accessing by the right person

X

Are you allowed to do that?
Check users’ permissions to access data
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What is authentication

QE

Something Something Something
You Know You Have You Are

ITDT



> towyela Tavtomnoinong

*
s
<

Declared
Identity

Digital Identity

R
«rF

Declared Identity

Trusted Digital Identity

Verified Identity
Document

a_—

Verified
Biometrics

Ll

Third Party
Checks

1l

Ul

DA



Td enﬁ% S Ped’ru,m o

5
Anonﬂfms N Sp,'cF Prss&ﬁﬁ‘l 5 Vemq%l

?ge,ud onﬂm ous Vali iﬂtﬁ’.d

EJ& @iziwliﬂjmmn

ITDT



same L4 .
unique | ° A yes
user 1 § |
user was remote or | remote or | .
roofed no in person | in person | " PErsOn
P ,Inp P
verified |, 1 no _~ . es2ete® b |
name « ho , - | yes yes _ -
provided | v_ _~ yes L-~-"
L e
authn sk abit™ | stronger really
strength stronger still strong
to ki I |
Ci 0 Ke - ! |
pggessioi optional | soft tokens hardtoken '

simple cross-session correlation
identity proofability

real-world identity mapping ITDT

cryptographic token strength

DA



Authorization
EglmMEﬁamalc”ffgg;;zzyﬁmnéﬁﬁ

rivileges

0000

Authentication

Pre

Aﬂb: :-:lift;ed Corroborated \S‘_.gﬁ'lf?;g Sponsored  Documented L8 paﬁ;ily
] Y o) @ @davidkeits

LIV




Evxpnotia vs AcpdaAsia

Convenience
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Adaptive authentication
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Adaptive authentication
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National ID Programs 9“00'3"8
|z.5. RealMa —NZ, SwissID)
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Blockchain

Credential Credential Proof
Issuer Holder Verifier
(employer) (you) (bank)
Issues Presents
Credential Proof
Defines Credential Countersigns
Signs Credentials

Verifies Signatures
Credentials
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Who governs digital identity?

Several major industries are adopting, investing in universal automated ID

@ Financial services, 28%
® Sharing economy, 16%
® Government, 15%

Other, 13%

Retail, 9%

Telco, 8%

Media, 7%

ITDT



Across the globe, an
estimated one billion
people lack a legal
form of identification
Of the
%‘12.12'3252'“"’" 7.6 billion

people on earth:

3.2 billion

1 billion
h ome
form of ID and
gital trail

lack a legal form of ID'

d Bank |D4D reporting of the

registration levels for national ID, with voter registration used as a proxy

rted in the C
of legally recogniz

2078 from We Are Social. These social-media users are

ITDT



Primed for growth -

Couniry population, in millions 0 Vietnam

Those currently online Pakistan 205

Philippines
125 104

(32

Egypt 97
@ Brazil D ‘ ?
flexica 20 ' 68 ? / 4]

India 33 ¥
191 ThcilcncN:#f‘i"
1,300 e

Nigeria 261

Indonesia

Nole: Inferne! penefration based on midyear 2017 esfimates

Sources: World Bark, Inernational Telecommunicolion Unian for Infemet users in all countries except India ond Indonesia, where local sources were used
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1 Public solutions only
W Private solutions only
¥ Public and private solutions
Not considered

Source: asquared / as of February 2018
ASQUARED
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eIDAS
(EU) 20144910

PSD2
(EU) 2015/2366

AML

(EU) 2015/849
5. AML

EU-GDPR
(EU) 2016,/679

ePrivacy
2017/03 (COD)

zou-2om pam e e

23.07.2014 - Regulation parliament & council B 4 1809.
23.09.2014 - Entry into force of regulation
01.07.2016 - Entry into force of rules for mﬂum"'lm" force eof

trust services natic n.llﬂ:]cPD““
25.11.2015 - Regulation parliament & council National RTS on Application
12.01.2016 - Entry into force of regulation implemen-  SCA/CSC obligation
27112017 - Draft RTS on SCA/CSC tation final RTS

(1/12 mandates) # 130L & vsl Feb. & vsLQ3

EBA
Preparation of further RTS

4. Amendment of AML: Opening natio- Opening natio-
20.05.2015 - Regulation parliament & council Publication nal register for nal register for
15.06.2015 - Entry into force of regulation of Regulation companies trusts
26.06.2017 - National implementation 5. AML & Mitte 2018 Ende2019 & ¢ Anfang2020 ¢ Mitte 2020
5. AGWR:
1512.2017 - Agreement parliament, commis- ia;;“e?m

sion, member states bank accounts
27.04.2016 - Regulation parliament & council EE & 25.05.

2 I » of regulati
24.05.2016 - Entry into force of regulation Entry Into force
application
oblication
10.01.2017 - Publication of Draft EC z& & Mid/End 2019
26.10.2017 - Approval by parliament 3
N Entry into force
ePrivacy

Source: asquared / As of January 2018

ASQUARED




Capitalise on existing -;i‘g",
registration process) to
industry verticals (e.g.

MOBILE OPERATORS ; ‘
assets (e.g. SIM,

authentication, trust,

enable new products and |
services across a range of

healtheare, retail), generate

new revenue, and increase

| inereased protection of

END-USERS
More direct control over
own identity with

personal information via a
convenient, user-friendly
interface. Greater access to
services on the go.

SERVICE PROVIDERS
Improve the user <~ .’.
eXperience, improve

competitive advantage,
reduce fraud, deliver
enhanced services at
scale that make use of
mobile’s inherent/unique
«capabilities, and increase

Fevenues,

customer satisfaction,
stickiness and lifetime value.
GOVERNMENT ‘ ENTERPRISES
Provide privacy and A Strong authentication to ﬁ
security to enable ﬂ! ensure company data
eServices, which ob | remains secure and the
streamline/enhance the interface de ;ﬁg&d;m’::ﬁ
between mments and 7
citizens agn:v:elim efficient and efficientleffective work-
effective social infrastructure., flows.

VENDORS i ICT BODIES

Extend reach of % Accelerate

offerings, increase ! dNEIDﬂmﬂ“ short

revenue opportunities, help circuit legacy and

position mobile & a gateway inefficiencies, and help

to all digital and real-world individuals access and

identity management; and \se services.

prioritise the SIM card (over the

device).

1DT
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Across our focus countries, digital ID could unlock the economic value
equivalent of 3-13% of GDP in 2030.

Increase in economic value from high levels of digital ID adoption in each country by 2030, % of GDP

---------------- Average
Average ----| 4 . 4
United United Brazil Nigeria Ethiopia India China
States Kingdom
Mature economies Emerging economies

of potential value could accrue to individuals
in emerging economies in our focus group,
making it a powerful tool for inclusive growth.

wssume the digital 1D
d 1D, including thal it is e:

McKinsey
& Company



Digital ID can unlock value by promoting inclusion,
formalization, and digitization. For example:

I9A

45%
of women aged 15+ in

low-income countries lack ID
while only 30% of men do

S

B

1.7 billion

people globally could gain
access to financial services

¢

90%

of customer onboarding
costs could potentially
be reduced

- IIDIT
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PREDICTING PERSONAL ATTRIBUTES
FROM FACEBOOK LIKES

| ss%
Sexual Orientation (male)

Ethnicity

Predicting personal attributes from Facebook Likes. Source: Kosinski et al 2013.

PREDICTING CHARACTER TRAITS
FROM PHONE CALL RECORDS AND APP USAGE

Source: Chittaranjan et al, 2011

P
CONSCIEN-
. QHESHESS TIOUSNESS @

76% 69% 75% 70%

ACCURACY

72%

RECOGNIZING EMOTIONS FROM THE
RHYTHM OF KEYBOARD TYPING PATTERNS
Source: Epp et al. 2011
4P —

NERVOUS-
CONFIDENCE et

accuracy 83% 82% 83% 77% 88% 84%

Cracked Labs CC BY-5A 4.0
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DATA COLLECTION RECENT YEARS
ON CONSUMERS

Publicly available
CENSUS DATA, (RuRECATED AN data on the web.
ANONYMIZED
“BIG DATA"

Public available data,
court records, vehicle
S records, voter records MARKET

RESEARCH
| Name and address
S| changes, mariages. Webs
{ divorces, births, s
deaths. other benaviors
. DATA ABOUT 8 ABOUT WE
NEIGBORHOODS. SITES, APPS,
Lists from steyRAss &BUILDINGS CONTENT,
warranty registrations, S

and sweepstakes

’ Social mecia,
v e Ay Lo i s

x HOUSEHOLD- OR DEVICE

Newspaper & LINKING ‘

and magazine LeveL paTa 4 Secoiic LINKING

subscribers, - Postal Address - TN e S @
mailorder buyers,
travel bookers Phone  2IP ‘\

T 3 Smartphone
= and app usage
- Purchases R INDIVIDUAL-

P mommeaiers, LETI Save i

Loyalty \ Insurer
programm

phatmacies
S ovaty programs,
s oriine

e Purchases -
Credithistories . AT Smart TVs, activity trackers,
ata from banks, game consoles, e-readers.
credit card networks, IDENTIFIERS Profile data is stored by many IBENTEIERS cars and other devices
B oo <companies from retailers to data
=

 Cracked Labs CCBY-SA4.0




Airtel 1SPs
COMMERCIAL ey B S
DIGITAL TRACKING AND

TELECOM, DEVICE, AND
PROFILING LANDSCAPE SERVICE PROVIDERS

Samsung Wearables Smart
Home

Large-scale collection
and use of data on
people, often without
their knowledge

Google

Facebook Alibaba

Verizon IoT Dongeued Amazon | DGE Baidu
AOL. Yahoo al Apple eBay
In recent years, TELCO/MEDIA PLATFORMS
most industries Coracaat I A AND ANA Ly-nc Microsoft Tencent
have joined today’s NBC Universal O s S, Softbank
pervasive personal ATET Ad 0, Naspers
dat t TimeWarner > sgps Networks  Turn \S"
S ems Rocket elsen  Neustar ‘9}
Fuel ADVERTISING psps
sonalization TECHNOLOGY g Microscly
Online himp Adobe  OpenX Managed

Predictive _ .
Marketing Cross-device

tracking
CUSTOMER

Lotame services Deloitte Payment Services
Oracle N
McKinsey Accenture

Publishers CallCenter
Video Games
Websites

MDM Credit Card Services
Apps Music MANAGEMENT  CRM BUSINES ST, Companies  Brokers  intech
Loyality
et HCDUASND.orveo Programs  Salesforce ANDBENTITY ; FINANCIAL SERVICES
e P gl ATCHING LTI :ahnhr Collection  Lenders Banks &
CBS  Beortelsmann  News Verification  Frau

e Data Append Detection
or i
" Segmentation 1D Ansdytice

Viacom

Asahi
Shimbun Database
Services Agenci

Agencies Leasing  INsurers

Cyber Investigations
Experian  Telemalics security §
TransUnion o

wep  MARKETING Equitax | RISK (0
Companiesin many sectors. List DATA o ROATR
seamlessly gather, analyze, Rental Marketing screening  LexisNexis
share, trade, and utilize
dataonb

Lead
Online Shops Generation

Politics

s Science
 Grocery : ities
Retail Pharmacies e coucation
Ggi;‘s"zuc:;‘::‘ngz A PUBLIC SECTOR AND
KEY SOCIETAL DOMAINS
Automotive  pail e " ol ;
Erands e . X w elfare  Housing
Travel & . \ Enforcement
Hospitality i GOVERNMENT Employment
RNEURNLEILEANEED” Healthcare

8 Cracked Labis CC BY-8A 4.0



Data companies have extensive information on billions of people

Large Online Platforms

Facebook

Google

Apple

Credit Reporting Agencies

Experian

Equifax

TransUnion

Consumer Data Brokers

Acxiom

Oracle

has profiles on

has profiles on

has profiles on

has credit data on

marketing data on

insights“ on

has data on

has data on

has data on

it manages

has data on

provides access to

1.9 billion
1.2 billion
600 million
2 billion

1+ billion
1+ billion

1 billion

918 million

700 million
2.3 billion
820 million
1 billion

1 billion
700 million
1 billion
3.7 billion
1 billion
1.9 billion
5 billion

Facebook users

‘Whatsapp users
Instagram users
Android users
Gmail users
YouTube users

i0S users

people

people
people
people
devices

people

people

cookies and mobile devices
consumer profiles for clients
mobile users

website visitors

“unique” consumer IDs
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THE CYBER-BALKANIZED FUTURE
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